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Shared Care Scotland

Privacy Policy

This document sets out what information Shared Care Scotland of Dunfermline
Business Cenftre, Izatt Ave, Dunfermline KY11 3BZ (“we”, “our”), collects from
our clients, suppliers, or who uses our website or to whom we market our
services. It also explains how we use and protect this information, and your

rights.

We are committed to ensuring your privacy is protected in accordance with
Data Protection Standards.

If you have a complaint about how we have handled your data then please
refer to our Complaints Procedure. This can be viewed online here or you can
obtain a copy by contacting: office@sharedcarescotland.com or by telephone:
01383 622462.

We use the following definition for Personal Data:

Personal Information relating to identifiable individuals, such as job
data applicants, current and former employees, agency, contract and
other staff, clients, suppliers and marketing contacts.

Sensitive Personal data about an individual’s racial or ethnic origin,
personal political opinions, religious or similar beliefs, frade union
data membership (or non-membership), physical or mental health or

condition, criminal offences, or related proceedings—any use of
sensitive personal data will only ever be carried out with the
express permission of the individual.



https://www.sharedcarescotland.org.uk/complaints-policy/
mailto:office@sharedcarescotland.com
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We may change this policy from time to time by updating this page. This policy
is effective from 25 May 2018, but we ask you to check this page from time to
time. Any updates or changes to the use of your personal data will be advised
to you, prior to that change of use.

Who Are We?

Shared Care Scotland. We are a national charity (registered charity number
SC005315), and a company limited by guarantee registered in Scotland
(SC161033).

We are also the Data Conftroller responsible for your personal data.
You can contact us by:

Telephone: 01383 622462

Email: office@sharedcarescotland.com

Post: Dunfermline Business Centre, Izatt Ave, Dunfermline KY11 3BZ

what services do we provide?

e General information and advice on all matters relating fo short break services

e Anonline and felephone enquiry service to help carers and service users find short
break and respite care that best match their needs

e Events, networks, publications and learning resources fo share knowledge, experience
and successful practice

e Commissioning and contributing to research fo improve policy and practice
¢ Management of the Scottish Government’s third sector Short Breaks Fund

e Development of the Respitality project working with Scotland’s hospitality sector to
provide breaks for carers


mailto:office@sharedcarescotland.com
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What Personal Data do we collect?
Typical information will include some or all of the following:

e Identification and contact data - Email Address, Name, Phone Number,
Postal Address

e Financial Data - bank details, Tax and National Insurance information,
credit card information

e Transaction Data - including your billing history and products and
services you use and anything else relating your account.

e Profile Data - including information you provide to us in your
communications with us.

e Marketing and Communications Data - including your preferences in
receiving marketing from us and our third parties and your
communication preferences.

e Web Related Data - your IP address, geographical data, cookies.

We do not collect any special categories of personal data about you (this is
sensitive personal data and includes details about your race or ethnicity,
religious or philosophical beliefs, sex life, sexual orientation, political opinions,
frade union membership, information about your health) except where relevant
to our enquiry support service, where you have given us permission.

How do we collect Personal Data?

We collect personal information about you which you give to us directly:
Identity, contact, financial and transaction data when, when you purchase our
products and services and during the service and sales process. We may
collect additional personal information while performing our contract with you
and in providing our products and services to you throughout the period of
your contract with us.
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What happens if you fail to provide personal data?

Where we need to collect personal data by law, or under the terms of a contract
we have with you and you fail o provide that data when requested, we may not
be able to perform the contract we have or are trying to enter into with you (for
example, to provide you with products or services). In this case, we may have
to cancel a product or service you have with us but we will notify you if this is
the case at the time. It is important that the personal data we hold about you

is accurate and current. Please keep us informed if your personal data changes
during your relationship with us.

What do we use your Personal Data for?

1. To deliver the services that we have contracted with you to provide. In
these circumstances the legal basis of processing is likely to be Contractual
Obligation or Legal Obligation (see below). Depending on how you have asked
us to communicate with you e.g. Phone, Text Message, Email, or how we are
required to communicate with you e.g. secure Royal Mail deliveries we will use
one or many of the methods you have provided us with. In some cases, we
may be required by law or for security reasons fo communicate with you in a
specific manner.

2. If you are an existing service user or have inquired about a product we
may send you news about relevant products and services based on your
preferences at the time unless you have opted-out of receiving contact from
us. You will be asked about this at the tfime of engagement.

3. Web site Cookies. We use web site cookies to enhance your experience
when visiting our site. For a period of time, defined by the Internet Service
Providers retention policy, your IP address can be used to identify you (or your
location) and as such constitutes personal data. We do not explicitly use this
information ourselves, but we do use it to monitor where visitors are coming
from and what is being looked at on our site. Our Cookie Policy
{https://www.sharedcarescotland.org.uk/cookies/} details this more fully.
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As a general guide we use Personal Data to deliver the products and services
that we have contracted with you to provide. In these circumstances the legal
basis of processing is likely to be Contractual Obligation or Legal Obligation
(see below).

Depending on how you have asked us to communicate with you e.g. Phone,
Text Message, Email, or how we are required to communicate with you e.g.
secure Royal Mail deliveries we will use one or many of the methods you have
provided us with. In some cases, we may be required by law or for security
reasons to communicate with you in a specific manner.

This list is not exhaustive but designed to provide you indicative uses of your
personal data.

why do we need this information?

Most commonly, we will use your personal information in the following
circumstances:

1. Where we need to perform the contract we have entered into with you.
2. Where we need to comply with a legal obligation.

3. Where we have your consent.

4, Where it is necessary for our legitimate interests (or those of a third

party) and your interests and fundamental rights do not override those
inferests.

We may also use your personal information in the following situations, which
are likely to be rare:

Where we need to protect your interests (or someone else's interests).
Where it is needed in the public inferest.
What is the legal basis of processing?

The types of situations in which we will process your personal information are
set out in the table below. Some of these grounds for processing will overlap.
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Legal Basis [Explanation and Type of  [Examples
Data

Contractual |Where we have contracted |To provide our products and services,
Obligation  |with you to provide you a [and to process and deliver orders.
service or benefit.

To provide you with the information
and services that you request from
us.

For billing purposes, to manage
payments, fees and charges.

To send certain communications
(including by email and SMS) to you
including service announcements and
administrative messages and other
communications relating to our
services.

To ensure security for you and our
staff and help maintain service
quality (calls to our customer services
may be monitored and/or recorded
for authentication, security, quality
and training purposes).

Legitimate |[Where we believe our To notify you about (a) changes to

Interest legitimate interests do not |our services and to make suggestions
override your interests, and recommendations to you about
rights and freedoms. goods or services that may be of

interest to you and (b) service
announcements and administrative
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messages and other communications
relating to our services (and in both
cases, where you have not opted out
of receiving such information).

To collect and recover money owed to
us.

To prevent fraud.

To ensure security for you and our
staff, and to help maintain service
quality (calls to our customer services
may be monitored and/or recorded
for authentication, security, quality
and fraining purposes).

the vital interest of you or
other members of the
public, including staff or
clients

Legal This is where the To prevent fraud.
Obligation |organisation has a legal
obligation to comply with
current law, industry To comply with applicable laws,
compliance requirements, |regulations, court orders, government
court order etc. and law
enforcement agencies’ requests, to
operate our systems properly and to
protect ourselves, our users and
customers and to solve customer
issues.
Vital Where the collection or Sharing appropriate identity
Interest sharing of information is injinformation with a medical provider

(Ambulance, doctor, hospital etc.) in
the event you are taken ill while we
are on your premises.
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Can I withdraw consent or change my preferences?

The short answer is “yes’, you can withdraw your consent at any time by
contacting us at the contact details above, letting us know when you would like
to change.

But in many cases, objecting to the processing or sharing of your information
may result in a benefit being withdrawn or us being unable to comply with the
law or our contract with you. Some requests may also require a re-issue you
our contract with you. You will be informed of how we can or cannot comply
with your request, if you were to make such a request.

If you do with to object to us processing your data, you can do so at any time
by contacting us at the contact details above, letting us know when you would
like to change.

What decisions are going to be made using my Personal Data?

We will make decisions about the provision of our services and legal obligations
to you (for example, when to contact you, what services are appropriate,
updating you about our services). More examples of decision and the use of
your personal data are set out in the table above.

There is no automated decision-making being made using your Personal Data.
Third Parties - Service Providers, Business Partners and others

We work with third-party services providers who undertake services for us;
these include:

e Our partner companies or agencies and their sub-contractors or
prospective partners who help us run our services, for example
confidential waste collection, bookkeeping/accounting and other
services related to performing our [task/function]

e Auditors or other agents related to fund management reporting where
that information must include personal data

e We may also be required to share personal data for legal purposes, such
as, for example, the investigation of fraud

e Third parties who may provide services to you where we have your
permission to share your personal information with those third parties.
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All our third-party service providers are required to take appropriate security
measures to protect your personal information in line with our policies. We do
not allow our third -party service providers to use your personal data for their
own purposes. We only permit them to process your personal data for
specified purposes and in accordance with our instructions.

Where we may share your information without your explicit consent

We may be required or chose to share your information in certain
circumstances without obtaining your explicit consent, some examples of this
would be:

e To comply with any legal process, applicable law or governmental
request e.g. warrant, subpoena, statutory reporting, sector specific
compliance

e To enforce/administer our agreements

e To protect our company or the public from harm or illegal activities
e For fraud prevention, investigation, risk assessment

e To protect the rights and property of our company

e To defend ourselves against third-party claims or allegations

« Inany event, we will consider your rights and privileges before sharing
this information.

Data Retention- How long will we use your information for?

We will only retain your personal information for as long as necessary to fulfil
the purposes we collected it for, including for the purposes of satisfying any
legal, accounting, or reporting requirements.

To determine the appropriate retention period for personal data, we consider
the amount, nature, and sensitivity of the personal data, the potential risk of
harm from unauthorised use or disclosure of your personal data, the purposes
for which we process your personal data and whether we can achieve those
purposes through other means, and the applicable legal requirements.
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If we have been required to take your personal data for any transaction, by law
we have to keep basic information about our customers (including Contact,
Identity, Financial and Transaction Data) for six years after they cease being
customers for tax purposes.

In some circumstances we may anonymise your personal information so that it
can no longer be associated with you, in which case we may use such
information without further notice to you. We will retain and securely destroy
your personal information in accordance with applicable laws and regulations.

Your Rights

You can see your full rights from the Information Commissioner’s Office here:
Your Rights. https://ico.org.uk/for-organisations/guide-to-the-general-data-
protection-requlation-gdpr/individual-rights/

Security

We operate a Privacy by Design and By Default policy. This means that before
we use your data we have already considered the potential impact on you were
your data to be lost, stolen, shared or compromised.

We undertake routine reviews of our processes and security policies in order to
ensure that we can take all reasonable precautions in protecting your data.

Where at all possible we encrypt all information that is either stored or
fransmitted to third-parties. Where data is stored or transmitted to a Third
Country (any country outside of the European Economic Area (EEA)) we will
ensure appropriate adequacy protection is in place in accordance with Data
Protection Legislation.

Consequently, we may also need to sometimes undertake further security and
screening questions when undertaking our routine dealings with you these are
there to protect your personal data and security.


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
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Whilst we undertake all reasonable precautions, encryption, software updates
and patches, we cannot guarantee the safety of data transmitted over the
internet.

Data Breach
In the event of a Data Breach of your Personal Data, which means:
“The unintended loss, destruction amendment or disclosure of Personal Data”

We will first do all that is necessary in order to minimise the impact on you,
identify any potential malicious third-party, identify any third-parties that may
also be impacted and take all reasonable efforts to ensure that you are
notified.

In the event that we are notified by a third-party of a breach, in their systems,
we will undertake the same level of efforts.

We will undertake this communication either directly with you as an individual
or by sending out a public notification.

At the same time we will comply with the current law in respect of informing the
appropriate Supervisory Authority which is currently the Information
Commissioners Office (ICO). We are under a legal requirement to report Data
Breaches to the ICO.

How you can help protect your Personal Data

In all cases, the information we require to obtain for you is necessary in the
provision or assessment of the provision of services to you. We rely on this
information being accurate and up to date, which is in part our responsibility as
well as yours.

However, in many cases you are able to limit the use of your information for
services that do not require your data. However, limiting your information may
result in you not being able to receive that optional service.

Changes to your Personal Data

In the event that your Personal Data, that we use to provide you goods or
services, changes e.g. your surname, address, email address - it is critical that
you inform us of these changes to ensure we have the correct information on
our systems. Where you have access to administer these changes yourself we
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would expect you, if you are able, to update these details accordingly or else
inform us of changes as soon as possible.

Marketing, Links to other sites, social media, cookies

We strive to provide you with choices regarding certain personal data uses,
particularly around marketing and advertising.

We have established the following personal data control mechanisms:

Promotional offers from us

We may use your Identity, Contact, Technical and Profile Data to form a view
on what we think you may want or need, or what may be of interest to you. This
is how we decide which products, services and offers may be relevant for you
(we call this marketing).

You will receive marketing communications from us if you have signed up to
receive our newsletter, or if you are a loyalty scheme member, or if you have
requested information from us or purchased products or services from us or if
you provided us with your details when you entered a competition or registered
for a promotion and, in each case, you have not opted out of receiving that
marketing.

Third-Party Marketing

We will get your express opt-in consent before we share your personal data
with any company outside our group of companies for marketing purposes.

Opting Out
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You can ask us or third parties to stop sending you marketing messages at any
time by logging into the website and checking or unchecking relevant boxes to
adjust your marketing preferences or by following the opt-out links on any
marketing message sent to you or by contacting us at any time.

Opting out of marketing lists, only removes you from such

communication. Transactional emails e.g. those relating to services we are
providing to you or responding to queries or enquires you make to us, may still
result in us emailing you information where that medium is most appropriate.

Links to other sites

We may provide, from time to time, links to other sites via our newsletter, blog
article or other web links.

Because we have no control over these sites, we cannot take responsibility for
the practise they may undertake in respect of privacy and/or protecting your
Personal Data. We would therefore advise you to satisfy yourselves that these
sites are operating privacy policies that inform you how they handle and
protect your data - as we cannot take any responsibility for this.

Social Media Widgets and Links

You are probably familiar with the Facebook “Like” button and the various
“Share” buttons that are available to users of the internet.

We sometimes use these to allow us to promote our services to other people as
well as get feedback as to what articles, pages or blogs are of interest.

These other service providers may collect Personal Data about you, such as IP
address, pages you visit on our site and may set their own cookies to enable
them to function properly. In much the same way as Links fo other sites do not
allow us to enforce our policies, we would suggest that you undertake the same
checks regarding the privacy policy of the company providing those features.

Cookies

Cookies are small files that are downloaded by many web sites to either enable
a site to work, to assist you e.g. remembering your username and/or
passwords, to frack your behaviour in order to show relevant content and to
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show relevant marketing information which in turn may follow you across other
sites.

You can opt-out of allowing cookies by instructing your browser to stop
accepting cookies or to prompt you before accepting a cookie from a website
you visit, by changing the settings within your browser software.

Shared Care Scotland
May 2018



